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Abstract

Security is of major concern in Ad Hoc networks. Achieving
security in ad hoc networks is challenging due to vulnerable
wireless link, hostile environment, cooperative algorithms,
lack of a clear line of defense and dynamic topology. In an
ad hoc network, the security requirements for different ser-
vices range from highly security-sensitive military tactical
operations to instantaneous classroom applications. This pa-
per proposes a security architecture for service access in ad
hoc networks.
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1 Introduction

An ad hoc wireless network is a collection of two or more de-
vices equipped with wireless communications and network-
ing capability. Ad hoc devices are capable of detecting the
presence of other such devices and perform necessary hand-
shaking to allow communications and the sharing of infor-
mation and services. Devices that are within each other’s
radio range communicate directly via wireless links, while
those devices which are far apart rely on intermediate devices
to relay or forward the messages from the source towards the
destination. An ad hoc wireless network does not rely on any
fixed network infrastructure and is self-organizing and adap-
tive. This means that a network could be formed or a formed
network could be de-formed dynamically without the need
for any system administration. The devices in the network
are free to move arbitrarily, joining or leaving the network
at any point of time, resulting in a highly dynamic network
topology.[5]

The ability of an ad hoc mobile device to act as a server,
providing a service, will depend on its computational power,
memory, storage and battery capacity. Devices in an ad hoc
network can be of different types such as palmtop, laptop,
mobile phone etc. The heterogeneity of devices implies that
some devices are more powerful than others, and some can
act as servers providing some service while others can only
be clients.[5]

Security is an important issue in ad hoc networks. Secu-
rity is difficult to achieve, mainly because of the vulnerabil-
ity of the wireless link, the limited physical protection, the
sporadic nature of connectivity, the dynamic topology and
membership, the absence of a certification authority, and the
lack of a centralized monitoring authority [6].

The security requirements for different applications or ser-
vices will vary in an ad hoc network. It also depends upon
for what purpose the application is used. Applications in
an ad hoc network range from military tactical operations to
civil rapid deployment such as emergency search-and-rescue
missions, data collection/sensor networks and instantaneous
classroom/meeting room applications [4].

This paper proposes a security architecture for service ac-
cess in ad hoc networks. It introduces an algorithm for han-
dling service access. We will not address the issues related
to routing. Security in routing is another area which is in-
tensively researched and many solutions have been proposed
[2, 3]. We will be concentrating on the issues related to ser-
vice access in ad hoc networks.

The rest of the paper is organized in the following man-
ner. In Section 2, we will discuss about the various security
issues due to the nature of wireless ad hoc networks. It also
sets the security goals for any security solution. In Section
3, we will discuss about the proposed solution along with
the security architecture for ensuring security in ad hoc net-
works. In Section 4, we will check whether we achieved the
security goals discussed in Section 2. We will conclude the
paper in Section 5.

2 Security Challenges

The nature of wireless ad hoc networks makes them vulner-
able to attacks. Achieving security is challenging due to the
following features of ad hoc networks [7, 4];

Vulnerable wireless Link
The use of wireless link makes ad hoc networks susceptible
to passive and active attacks. Unlike wired networks, which
have several lines of defense like firewalls and gateways,
attacks on a wireless ad hoc network can come from any
direction and can target any device. Passive attacks like
eavesdropping violates confidentiality, giving access to
secret information. Active attacks ranges from message
modification and replay to impersonation, which violates
authentication, integrity, availability and non-repudiation.
This means that every device should be prepared for protect-
ing itself from any attacks.

Hostile environment
The devices in an Ad hoc network are autonomous units,
which roam around in a hostile environment. Devices lack
physical protection and are always under the threat of being
captured and compromised. Further, a device is always
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under the threat of being attacked by other malicious or
compromised devices in the network. This means that every
device should be prepared to operate in a mode that trusts no
peer. Security solutions in a cooperative manner are always
under risk. Adversaries can exploit the situation that lacks
a centralized authority and can design attacks which breaks
the cooperative algorithms. Every device should be capable
of making its own security decisions without trusting other
peer devices.

Dynamic topology and membership
An Ad Hoc network is very dynamic because of frequent
changes in both its topology and membership. Devices join
and leave the network at any time. Due to this, selecting
certain devices to become administrative authority does not
always work because they can always leave the network at
any time. Further, there can be situations where compro-
mised devices are elected for becoming the administrative
authority or the administrative devices becoming compro-
mised at a later stage.

Scalability
The number of devices in an Ad hoc network may range from
two to even thousands of devices. So the security mechanism
should be scalable enough to handle this situation.

2.1 Security Goals

The following security requirements are the goals to be
achieved by any security solution in ad hoc networks[7];

� Authentication : Ensures the identity of the device with
which the communication is done. This avoids imper-
sonation.

� Availability : Ensures that the eligible devices are able
to get the required services despite denial of service at-
tacks.

� Confidentiality : Ensures that secret information or
data is never disclosed to unauthorized devices.

� Integrity : Ensures that a message received is not cor-
rupted.

� Non-repudiation : Ensures that a device cannot deny a
particular action done by it at a later stage. This could
help for the detection of compromised devices.

3 Ensuring Security

Any security solution that demands a cooperative approach
is vulnerable to attacks. The solution proposed in this pa-
per suits for a hostile environment, where no devices trust
any other devices for making a decision. The paper assumes
that each device has the necessary resources for Public-Key
Cryptography. We won’t be addressing the issues regarding
the physical security of devices. Ideally, cryptographic in-
formation (mainly the private key) would be kept safely in a
tamper resistant card.

3.1 The Environment

Each device possess a public/private key pair which is de-
noted as (

�������
,
�����
	

) where
�������

is the public key and
�����
	

is the private key. Since a key is unique,
�������

is unique and
thus H(

���
���
), the fingerprint of

�������
, would also be unique.

H(
� �����

) of a device acts as its identifier in an Ad Hoc net-
work. The device may also have certificates obtained from
CAs. This is required if they need to access or provide some
services to other unknown devices.

Every device sends its H(
� �����

), along with a small de-
scription, to other devices in the network. Further, upon re-
quest, each device should be able to send its

�������
and cer-

tificates to other devices. Similarly, a device should also be
able to request and receive

�������
and certificates from other

devices.

3.2 Device Classification

A device D identifies all other devices in the network into
three categories.

1. Trusted Devices : These are the devices which are
trusted by the device D. The information about these
devices are stored in the Trusted DB (explained below
in Section 3.3) of D.

2. Certificate-Trusted Devices : These are the devices
which posses a certificate issued by a trusted CA of the
device D. These devices have come into contact with D
earlier and D has successfully verified their certificate.
The information about these devices are stored in the
Trusted DB of D.

3. Un-trusted Devices : These are other devices in the
network which does not fall into the above two cate-
gories of devices. This category may also contain de-
vices which could be certificate-trusted by D. But since,
there was no need to verify their certificates, they are
still in the group of un-trusted devices.

3.3 The Security Architecture

Access 
Monitor

Accounting 
   Module

Services

Security

Module

 Service
    DB

 Trusted
    DB

Device

Figure 1: The Security Architecture

This section presents the Security Architecture (Figure 1)
proposed by this paper. Each device in the ad hoc network
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has the architecture built into them. The device acts as a
server giving access to its own services or acts as a client
while trying to access services from other devices. The scope
of the access obtained is limited to that particular device
only. A device itself makes the access decisions for its ser-
vices rather than in a cooperative manner where a group of
devices make the access decision. Devices operate in a mode
that trusts no peer for making decisions and is based on the
fact that every device in an ad hoc network is completely vul-
nerable to attacks. The security architecture makes it possi-
ble to grant access for trusted and certificate-trusted devices
to specific services at the same time restricting access to un-
trusted devices. However, if required, un-trusted devices
may be authorized based on some type of user interaction
and thus access may be granted.

This architecture authenticates only devices and not users.
It means that if a device is stolen or borrowed, it can be used
as if it was used by its real owner. If user authentication is
needed, supplementary security methods such as the entry
of a username and password, must be used.

Trust Level of Devices : It is possible to have different
levels of trust for the devices, which determines the level of
access to services. A device can fall in one or more levels
of trust. A device can be given specific access for certain
services also.

Security Levels of Services : It is possible to have differ-
ent levels of security for the services, which determines the
required trust level of the devices for accessing it. There can
be certain services which does not need any authorization for
access, thus open to all the devices.

3.3.1 Architecture Components

1. Access Monitor : Access monitor handles the connec-
tion requests. It stores information on existing sessions
and upon a connection request checks whether the ses-
sion is already authenticated and authorized. Otherwise
it requests access from the Security Module. The access
monitor handles the Accounting Module.

2. Accounting Module : The Accounting Module stores
various accounting information of different events
which occur during the access of the services. This
module could support non-repudiation.

3. Security Module : The Security Module is responsible
for managing information in Trusted DB and Service
DB. It also handles the policy rules for making autho-
rization decisions on available services. The Security
Module grants access to services based on the trust level
of the requesting device and the security level of the ser-
vice(s) requested. These information are taken from the
Trusted DB and the Service DB.

4. Service DB : This database keeps the information re-
garding various services run by the device. It also stores
information regarding the security level of each service,
which determines the required trust level of the devices
for accessing it. It also keeps information like for ac-
cessing the service whether encryption is required for

ensuring confidentiality of data. A service should be
registered in the Service DB for making it accessible by
other devices.

5. Trusted DB : This database keeps the information re-
garding;

� Trusted devices : the database keeps information
such as H(

�������
),
�������

and Display-Name for
each device. It also keeps information regarding
the trust level(s) of each device.

� Certificate-Trusted devices : the database keeps
information such as H(

� �����
),
� �
���

, Display-
Name and certificate details of each device.

� Revoked Certificate-Trusted devices : the
database keeps information regarding the revoked
certificates. This helps in restricting future access
with the same certificate.

� Trusted CAs : the database keeps information
such as

� �����
and Display name of each CA.

3.4 Device Identification

When a device enters into the network, it starts receiving
H(
� �����

) from every other device in the network. It compares
each H(

�������
) it received with the Trusted DB. The device

distinguishes each of those devices as trusted, certificate-
trusted and un-trusted devices. But, this doesn’t mean that,
those devices are really whom they claim to be. There can be
some devices which sends false H(

�������
), thus impersonat-

ing some other devices. Authentication will be done before
the access of services or in case of conflicts.

Every un-trusted device will be shown according to the
description they send along with their H(

� �����
). But each

trusted and certificate-trusted device will be shown accord-
ing to the Display-Name, which is stored in the Trusted DB.

3.5 Device Registration

Trusted Device
Consider two devices A and B. B receives the fingerprint of
A’s public key through some other secure means (by phone
or by meeting A’s owner in person). Now B wants to add A
in its list of trusted devices. B selects the device from the
network whose H(

���
���
) matches with the fingerprint which

it received. Now B requests the device, which it selected,
for its

�������
. When it receives the

�������
, B computes the

fingerprint of that
�������

and checks it to confirm. This is
required to make sure that the device which it selected is
having the same fingerprint or not. At this stage, B has
the

� �
���
of the other device and authenticates it with a

challenge-response. Now B is sure that the other device is
A itself and it registers A in the Trusted DB as a trusted
device. It stores information of A such as H(

�������
),
�������

and Display-Name in its Trusted DB. As the Display-Name,
the user of B can select the description which A gives or the
user can enter a new value for it. When registered, the B’s
owner can set the trust level(s) of A such that it can access
a specific service or a group of services. A can be given
specific authorizations for certain services also.
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Certificate-Trusted Device
Consider two devices A and B. A wants to access some ser-
vice in B, but A is not a trusted device of B. B checks whether
A has a certificate which is certified by a trusted CA accord-
ing to B’s Trusted DB. For this a certificate chain verifica-
tion may be necessary to make it sure that the given cer-
tificate is well-formed, valid, properly signed, and trustwor-
thy. Since a central repository of certificates is not available,
a device must also carry the certificates leading to the root
CA. After verifying the certificate, B is sure that the other
device is A itself and it registers A in the Trusted DB as a
certificate-trusted device. It stores information of A such as
H(
�������

),
���
���

, Display-Name and certificate details in its
Trusted DB. As the Display-Name, the user of the B device
can select the description which A gives or the user can enter
a new value for it. When registered, A can be given the de-
fault rights according to the certificate or B’s owner can set
the trust level(s) of A such that it can access a specific service
or a group of services. A can be given specific authorizations
for certain services also.

3.6 Device Revocation

Under various circumstances a device must be revoked.
Such circumstances occur for example, when a private key
is compromised or when a device is stolen, This section
deals how a device is revoked.

Trusted Device
In the case of a trusted device, the information regarding the
revocation is obtained by the user from some other secure
means. The user updates the trusted DB thus revoking the
device from further access. In the case of trusted devices,
the user just have to delete the revoked device data from its
trusted DB.

Certificate-Trusted Devices
A certificate may become invalid prior to the expiration of
the validity period. Certificate revocation is done in con-
ventional networks with the help of Certificate Revocation
Lists(CRLs)[8]. CRLs contain information about revoked
certificates and are published by Certification Authorities
(CAs). But it requires external network connectivity (for ex-
ample, internet connectivity[1]) for ad hoc devices to con-
nect to the CAs or to the central repositories from where
CRLs could be retrieved. It could be thought that some of
the devices capable of ad hoc networking will have the abil-
ity for external network connectivity also, but they choose to
stay away because they need to pay for it. If external net-
work connectivity could be achieved, then CRLs could be
retrieved periodically. In lieu of or as a supplement to check-
ing against a periodic CRL, it may be necessary in security-
sensitive services, to obtain timely information regarding the
revocation status of a certificate. This could be obtained with
the help of Online Certificate Status Protocol(OCSP)[9]. But
this also requires network connectivity, as discussed above,
to connect to the centralized servers running the certificate
validation protocol. However the usage depends upon how
security-sensitive the requested service is and according to
the need.

If no external connectivity could be achieved, then certifi-
cate revocation presents a major challenge in ad hoc environ-
ments. A lot of research is going on in this area.

Unlike revoked trusted devices, whose data is deleted, the
revoked certificate-trusted device’s data should be stored in
the trusted DB. This helps in restricting the access to the ser-
vices with the same certificate in the future.

3.7 Access Of Services

When a service access request from a device comes to the
Access Monitor it checks whether the session is validated
or not. If the session is not validated, then it passes the
access request to the Security Module. The Security Module
checks the trusted DB to identify the category of the device.

Trusted Device and Certificate-Trusted Devices
The Security Module performs authentication of the device.
If the device could be authenticated, it performs authoriza-
tion and grants access if the device is eligible for accessing
the service. In the case of Certificate-Trusted Devices,
if required, Security Module might check for certificate
revocation.

Un-trusted devices with a valid certificate
If the request for access is from a un-trusted device, check is
done to verify whether it has any valid certificate which is
certified by a trusted CA. If it has a valid certificate, then the
device could be registered as a Certificate-Trusted device
and access could be granted if it is eligible for accessing the
service.

Un-trusted devices without a valid certificate
These un-trusted devices which don’t have a valid certificate
may be allowed access by the user of the device which runs
the service. The user can set the "manual permission option"
ON, which asks for user interaction when a un-trusted
device tries to access a service. Upon giving the manual
permission, the user should also set the trust level of the
device or give specific authorization permission for the
requested service. Authentication is required to make it sure
that the device is having the public key which it claims to
have. Manual permission is valid only for that particular
session and does not grant future access automatically.

After the authentication and authorization of the devices,
a valid session is created. The Access Monitor requests the
Accounting Module for starting the accounting process. Mu-
tual authentication between the devices is done to avoid im-
personation. But authentication is done only when some ac-
cess or communication between the devices is required. This
helps to reduce the work load on devices required for authen-
tication.

3.7.1 Access Algorithm

The algorithm shows the steps taken by a device while han-
dling a service access request.

The following are the functions used in the algorithm.
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� authentication() : returns true if authentication for the
device was successful. Else it returns false. Authen-
tication of the device is always necessary. In the case
of request coming from a Trusted Device or Certificate-
Trusted Device, the

� �����
is obtained by the Security

Module from the Trusted DB. Otherwise it is obtained
from the un-trusted device itself. Authentication is done
with the help of a challenge-response.

� authorization() : returns true if authorization for the de-
vice was successful or if authorization is not required
for the requested service. Else it returns false. Autho-
rization might be required to make sure that the authen-
ticated device can be granted access to the requested
service. The Security Module checks the Trusted DB
and the Service DB to determine whether the device is
eligible for the requested service access. Some services
might not require authorization for access and can be
accessed by any authenticated devices.

� trustedDevice() : returns true if the device is a Trusted
device according to its Trusted DB. Else it returns false.

� certificateTrustedDevice() : returns true if the device
is a Certificate-Trusted device according to its Trusted
DB. Else it returns false.

� checkValidCertificate() : returns true if the device could
provide a valid certificate. Else it returns false.

� registerCertificateTrustedDevice() : returns true if the
device could be registered as a Certificate-Trusted de-
vice.

� manualPermissionON : boolean value indicating
whether user has set the manual permission option.

� getManualPermission() : returns true if the user has
given permission manually for the device which is ac-
cessing the service. Else it returns false.

� getTrustLevel() : returns true if the user sets the trust
level of the device or grants specific authorization per-
mission for the requested service. Else it returns false.

� grantAccess() : grants the access to the service

� denyAccess() : denies the access request to the service.

The algorithm is given below.

// gets the access request for the service
getAccessRequest();

if ( trustedDevice())
{

if ( authentication() && authorization() )
{

// Authentication and Authorization passed
grantAccess();

}
else
{

// Authentication and/or Authorization failed
denyAccess();

}
}
else if ( certificateTrustedDevice() )
{

// Check for certificate revocation if needed.

if (authentication() && authorization())
{

// Authentication and Authorization passed
grantAccess();

}
else
{

// Authentication and/or Authorization failed
denyAccess();

}
}
else
{

// un-trusted device

if ( checkValidCertificate() )
{

// device has a valid certificate
if ( registerCertificateTrustedDevice() )
{

// device registered as certificate-trusted
if (authentication() && authorization())
{
// Authentication and Authorization passed
grantAccess();

}
else
{
// Authentication and/or Authorization failed
denyAccess();

}
}

}

if ( manualPermissionON )
{

// device does not have a valid certificate
// or it failed to register as certificate-trusted

// User has set the manual permission option
if ( getManualPermission() && getTrustLevel())
{

// user gave the manual permission
// and selected the Trust Level of the device

// required to avoid impersonation
if (authentication())
{

grantAccess();
}
else
{

denyAccess();
}

}
else
{

denyAccess();
}

}
else
{

denyAccess();
}

}

3.8 Transparency To End-Users

The proposed solution is very transparent to the end users
and demands no technical expertise from them. The places
where the user interaction is needed is very limited such as
trusted and certificate-trusted device registration. We will
consider a situation with two end users, Alice and Bob.

Bob’s device �
�

wants to add Alice’s device ��� to its list
of trusted devices. Alice gives Bob the finger print of ��� ’s
public key through some other secure means ( by phone or
by meeting him in person ). When Bob comes to the ad
hoc network, all the devices will send their H(

���
���
) along

with a description to � � . Bob selects the device which is
having the H(

���
���
) which is identical to the fingerprint re-

ceived from Alice ( a device which claims to be ��� ). Now
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�
�

requests � � for its Public Key,
�������

. It then authenti-
cates � � with a challenge-response mechanism. This should
be done to avoid impersonation. Now that � � is authenti-
cated, Bob stores the data of � � in � � as a trusted device.
He might choose the same description, which is sent by � � ,
as its Display name or enters some other text. Bob also sets
the trust level(s) for � � , which determines the level of access
to services. Now � � is a trusted device of � � .

Now at some other point of time, when � � and � � comes
in an Ad Hoc network, � � is able to recognize � � as a
trusted device. Now when � � tries to get access to � � ’s
services, �

�
just have to verify that the device that claims to

be � � is � � itself. This can be done by authentication. Note
that, �

�
does this only when an access comes from ��� .

Here the entire process is very transparent to Bob and Al-
ice. For example, consider the first step where ��� should
be added in �

�
’s trusted list. Bob sees a list of devices in

the network according to their fingerprints ( to him it is just
a number ). He selects the device which matches with the
number given to him by Alice (actually ��� ’s finger print)
and adds it to his list of trusted devices. He might add a de-
scription like "Alice PDA" for the device. Next time when
� � comes in the network, � � shows "Alice PDA" in the list
of � � ’s trusted devices, instead of the fingerprint, and Bob
recognizes the device according to his own description he
entered. When � � tries to access � � ’s services, � � auto-
matically authenticates � � which can be entirely transparent
to Bob.

3.9 Usage Scenario

This section explains a usage scenario where a user tries to
use a service.

Bob works in a Company "XYZ". He wants to print a se-
cret document. His device � � needs to send the document to
the printer device. The following scenarios occur according
to the printer.

� Same Department’s printer : Here Bob needs to print
the document in his own department’s printer. It is al-
ready there in � � ’s list of trusted devices. � � just has
to authenticate the device (whether it is the same as it
claims to be) and can send the file for printing. The
printer does not know � � . But � � has a certificate
which proves that it is a device of an employee of XYZ.
Thus printer authorizes � � for using the printing ser-
vice.

� Some other Department’s printer : Here Bob goes to
some other department in his own company and wants
to print the document. But the printer is not there in
the list of trusted devices of � � . But the printer has
a certificate from the System Admin of the company
showing that it is a legitimate printer. System Admin is
there in the list of trusted CAs of � � . Thus � � verifies
the certificate and the printer. Thus the printer is saved
as a certificate-trusted device of � � . Now � � sends the
file for printing. The printer on the other hand recog-
nizes � � according to the certificate. But since Bob is
from a different department, � � is not allowed for color
printing service.

� An Internet Cafe’s printer : Here Bob goes to an Inter-
net Cafe and wants to print the document. The printer
is not there in � � ’s list of trusted devices nor the printer
has any certificates which � � trust. But Bob can see the
printer and can obtain its finger print manually ( he sees
it written on the printer or the Cafe gives him). He se-
lects the device from the list and � � verifies the printer.
Bob sends the file for printing. The printer on the other
side, requires manual permission from the cafe to start
printing. Once it gets the permission, it allows �

�
to

use the printing service. But this permission is valid for
only this session, and needs to get manual permission
again if �

�
wants to use the printing service again at

some other time.

4 Analysis

This section discusses whether this solution was able to
achieve the security goals set in Section 2. The solution is a
combination of public key cryptography along with the help
of certificates. Each device possess a public/private key pair.
Public keys are distributed to other devices and helps as the
identification of the devices in the network. Private keys are
kept confidential to individual devices.

Confidentiality and integrity of data is assured with the
help of asymmetric keys. Encryption is possible and is used
according to the security demands of the service. To im-
prove efficiency, it is better to use asymmetric keys for the
exchange of a symmetric key generated by one machine and
encrypted with the public key of the other device. Further
communication is done with the help of the symmetric key.
Non-repudiation could be achieved with the help of crypto-
graphic keys and accounting.

Before the access of services, mutual-authentication be-
tween the devices is done to avoid impersonation. Authen-
tication is not done until a service is accessed or a need for
communication arises. This helps in reducing the workload
on the devices required for authentication. But if a device
tries to impersonate some other device by sending H(

� �����
)

of that device to all others, and if it creates a conflict, authen-
tication could be demanded.

This solution does not assure the availability of services
to other devices, in case of a denial of service attack. And
this solution does not discuss about the physical protection of
the devices. For certificate revocation, this solution suggests
contacting the CAs periodically, if the device is capable of
external network connectivity. This is based on the fact that
any device is open for attack in an ad hoc environment, and
thus cannot trust other peer devices for making a decision on
revocation of devices. This could lead to denial of service
attacks. Further, it could be thought that most of the devices
capable of ad hoc networking will have the ability for ex-
ternal network connectivity also, but it chooses to stay away
because we need to pay for it.

This solution also provides the facility for a device to be in
the ad hoc network without the use of certificates. These are
the devices which choose to communicate only with their
Trusted devices. When it comes to communicate with any
Un-trusted device, the decision is left to the user of the de-
vice. These devices does not require to have the complexity
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needed for handling the certificates or certificate revocation.
This solution is free from man-in-the-middle attack since,

trusted devices are registered with the help of data ob-
tained from secure means. The certificate-trusted devices are
trusted with the help of the certificates. Further, every device
is identified in the network, with its public key. Each device
operates in a mode that trusts no peer device. Cooperative
algorithms are not used for making an access decision. Thus
the solution does not specify the minimum number of de-
vices required for the network. Further, it can scale to any
number of devices also. Each device decides on its own and
the scope of the access provided is limited to the device itself.
Thus compromised devices are not able to bring the whole
network down. Further, even if the network has a majority of
compromised devices, it doesn’t affect an un-compromised
device.

5 Conclusion

This paper proposes a security architecture for service access
in ad hoc networks. It also proposes an access algorithm
which explains the steps taken by a device while handling
a service access request. The solution is a combination of
public key cryptography along with the help of certificates.
Each device in the network is uniquely identified with its
public key. The solution protects against various issues of
vulnerable wireless link like active and passive attacks. It is
scalable and does not depend on other devices. It can be used
in a very hostile environment. Dynamic topology and mem-
bership does not affect the solution since a device makes the
access decision on its own and avoids the use of cooperative
algorithms.
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